BON SECOURS MERCY HEALTH

Microsoft Authenticator Self Enrolilment: BSMH

Note: FOR CITRIX LOGIN: If you have already registered your BSMH account for MFA,
proceed to step 12 of this document.

Setting Up Your Microsoft Authenticator

1. Open a web browser and navigate to the following website: https://aka.ms/mfasetup

e Click the + Add sign-in method.
e Select Microsoft Authenticator.

e Click next until a QR code is displayed.

Note: (If you are adding a new mobile device, follow the steps below. You may remove the old
device by clicking on delete next to that device)

Security info

Security info

2. To download the Microsoft Authenticator App, using your mobile device camera app,
scan the QR Code for IOS or Android.

e |Phone
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https://aka.ms/mfasetup
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapps.apple.com%2Fus%2Fapp%2Fmicrosoft-authenticator%2Fid983156458&data=05%7C02%7CDianne_Sessoms%40bshsi.org%7C4c8764ad16d54664447b08dd45328463%7Cbb84ecdc9a5141eb880c178c5153d561%7C0%7C0%7C638742805449653623%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=sx%2FSMzJiPC%2BZDgVmwKk58bdpiv7KQz0vXEv6i6RfWAY%3D&reserved=0
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Android

Once the application has finished downloading, open the app. Click the + icon located
on the right side of the top ribbon.

1:53 9

= Authenticator

When prompted, choose the Work or School Account option, then click Scan QR
Code.

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

[ :

Personal account
||

Other (Google, Facebook, etc.) >

Add work or school account

Sign in

Scan QR cod%

Cancel
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5. On your BSMH computer a QR code will appear. Scan the code with your mobile
device.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

=TT

UE‘:‘:’

Can't scan image?

Back ‘ Next

6. On your computer, Click Next. A Microsoft Authentication confirmation will be sent to
your device in the app recently downloaded. Enter the number as prompted to confirm
set up. This will complete the initial set up of Microsoft Authenticator.

NOTE: Depending on the applications that are being signed into, a second form of
authentication may be asked to set up as a backup.

Method 2 of 2: Phone

App Phone

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

What phone number would you like to use?

’ United States (+1) V| Enter phone number

@ Receive a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.
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Signing in securely with Passwordless sign-in requests

Note: This step is optional but highly recommended. If you chose not to use this method,
please proceed to step 10.

7. After you have successfully completed the Microsoft Authenticator enrollment, open
the Authenticator app, and select your account.

= Authenticator Q +

E| Bon Secours Mercy Health
username@ads.bshsi.com

8. Under Other Ways to Sign in, select Set up Passwordless sign-in requests.

Bon Secours
‘ Mercy Health
username@ads.bshsi.com

WAYS TO SIGN IN OR VERIFY

@ Sign-in notifications

— Approve a sign-in request on your phone

One-time password code

“ 151 411 c

OTHER WAYS TO SIGN IN

Create a passkey

Set up passwordless sign-
in requests

9. Select Continue.
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Sign-in with
your phone

Stop using your password, and still
sign in securely with Microsoft
Authenticator. Complete the steps
below to enable phone sign-in.

Device registration

Your IT department requires
@ you to register your device, so

it can be trusted to access

organizational resources.

Set passcode

@ A device passcode or Face ID is
required. You must go to
Settings to enable it.

Signing in with your Microsoft Authenticator

10. Approve sign-in request.

a. When approving a sign-in request, a randomly generated number will be displayed on
your device screen.

b. You will then receive a popup notification within the app on your mobile device. Enter
the number displayed on your computer and select Yes. (illustration below)
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Are you trying to
signin?
Bon Secours Mercy Health
username @ads.bshsi.com

Enter the number shown to
signin.

App: Azure Portal
Location: VA, United States
Chess
JRichmond *
40

A No, it's not me o

Yes
1 2° 3
4 5 6°
» 07- s 18 2 z
0 &

11. The authentication has been confirmed. At this point your setup is complete.

Signing in to CITRIX

12. Open the Microsoft Authenticator app on your mobile device.

Authenticator

13. Select your Bon Secours Mercy Health Account.

= Authenticator Q +

EI Bon Secours Mercy Health
username@ads. bshsi.com
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14. Enter the One-time 6-digit password code displayed.

WAYS TO SIGN IN OR VERIFY

0 Passwordless sign-in reque...
* Sign in without a password.

One-time password code

———"“ 667 850 0

Microsoft Authenticator FAQ

=

Q: What if | use Outlook on my personal device where | authenticate with Symantec. Will |
now use MS Authenticator?

A: You will be auto prompted with whichever authentication method is necessary.
2. Q: What if my exact geographic location is not what is displayed?
A: It may just mean Authenticator is prompting based on BSMH network routing (e.qg.,
Cincinnati or Richmond areas) or your cell phone carrier (e.g., another location in their
region). However, if the location is completely unknown, you should disregard the prompt.

3. Q: What if | change my mobile device?

A Proceed to step 1 on page 1, follow the steps to enroll the device. If you experience an error,
please log a ticket with the Support Desk. (833 691-4357) your MS Authenticator account will need
to be re-set to allow enrollment on your new device.

4. Q: What if | get a notification to authenticate that | did not request?

A: If you did not request the authentication DO NOT select Yes. Decline any unsolicited
prompts by selecting No, it’s not me.
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BON SECOURS MERCY HEALTH
Usornama @ads.bshsi.com
Approve sign in request

€@ Open your Authenticator app, and enter the
number shown to sign in.

SIgRTN?
BONS Bon Secours Mercy Health
Username@ads.bshsi.com |

dsessof
Enter the number shown to

Appr S9nin-
9 op App: Microsoft Authenticator
nun A

he

pp
Location: VA, United States
|

< ;
Washin
No numbers in your app? Make sure to upgrade to the Lemal
latest version. No num letothe
latest ve 83
Cancel
Yes =
o - No, it's not me

Signin instructions sign
Sign in with: username@ads. bshsi.com if your sign I can't see the number .
email address is or previously was @bshsi.org. R R A
All others: use current Email Address

1 2 3
Ireland Users: Sign in with your username ave oer
followed by @bonsecours.ie

4 5 6
DO NOT USE THE "Forgot My Password" o8 KL ung
LINK ABOVE

7 8 9
Need to reset or unlock your Windows account? RORS TO¥ Wxrz
If you are using an assigned PC, you need to
use the "Reset Password" link on the Windows 0 e

5. Q: Will my smart watch still work with MS Authenticator as it did with Symantec?
A: No, it will not.

6. Q: What if | am not receiving a push notification prompting me to authenticate?

A:
e Check to see if push notifications are enabled for the app on your device.

o 10S: Goto your Settings > Apps > select the Authenticator app, and make sure
that Allow Notifications is enabled (green).

o Android: Go to Settings > Apps > Authenticator, under notification make sure
Allow notification is enabled (blue).

e Ensure your device's date and time are set correctly.

NOTE: If you prefer to not receive push notifications, you can manually open the app each
time and enter the code as prompted with each request.

7. Q: When can | expect to start seeing prompts for Authenticator?

A: Prompts should appear within a week of enrollment.

8. Q: What if | do not see the Passwordless sign-in requests option?
A:
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e Verify under WAYS TO SIGN IN OR VERIFY that this option is not there.
e Try re-registering your device.

o Contact the Support Desk @ 833-691-4357

9. Q: What if | get an error message that says “No Usable Data Found" while scanning the
QR code?

A: Make sure you are scanning the QR code within the Authenticator app by selecting
Scan QR Code as shown in Step3 (not the camera app).

10. Q. How do | re- register my Microsoft Authenticator on my new phone?
e 1. Open the Microsoft Authenticator app.

Microsoft
Authenticator
Protects your online identity

& %

e 2. Tapthe "+" button to add a new account.
e 3. Select "Scan a QR code" or use the method indicated in the previous step.
e 4. Scan the QR code displayed on your old phone.

11. Q. What if | have already enrolled for Haiku/Canto, do | still have to enroll.

A: Yes, end users must still follow these steps to enroll even if you have enrolled for
Haiku/canto.

12. What if | refuse to add the Authenticator app on my personal device?

A: Consult your manager, and if approved, have an exemption request submitted through
the | T Support Desk.
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